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Summary
Purpose

The purpose of this document is to provide general information for the Centralized Cotton Redemption (CCR) buyers in transmitting and receiving data to the USDA’s National Information Technology Center (NITC) in Kansas City.  

The document contains sections describing:

· Overview 

· ID and Password Information

· FTP Instructions

General FTP Information

The TCP/IP protocol with FTP is used to electronically exchange data between Buyers and the USDA NITC.  Buyers must have TCP/IP connectivity.  Once a valid TCP/IP connection is established, an FTP session to the FSA FTP server can be initiated.

Buyers are responsible for scanning and detecting viruses on any files they retrieve via FTP.  The FSA FTP server does not perform those functions on files or data transported by customers.

Technical Support

FSA Technical Support for Buyers using the FSA FTP server is provided as described below.

	Item
	Data

	National Help Desk
	1‑800‑255‑2434

Select option 2 (hardware).

	Technical Support Hours
	Monday through Friday 8:00 a.m. to 6:00 p.m. ET.



	System Availability
	7 days a week, 24 hours a day, except for the following NITC scheduled down times:

•
Sunday 1 a.m. through 9 a.m. ET.

•
Sunday 5 p.m. through Monday 6 a.m. ET.

There may be additional down times.  These will be shared as they are scheduled.


ID and Password Information

NITC ID

New users must obtain a NITC User ID and a temporary password before attempting to FTP any files to NITC.  As a part of the CCR Buyer package, you received a section called “System Access Request.”   This provides the steps for submitting an ID request through the Cotton Online Processing System (COPS).   Contact Shannon Fulghem at 816-926-1533 if further assistance is needed.  

Once you receive confirmation via e-mail that your ID has been created, you will be required to change your temporary password.  These same steps can be used anytime you need to change your password.  Sign onto COPS via www.fsa.usda.gov/cotton and click the Guest Logon button.  Click the link, Change Your Password, in the Administrative folder.  You will then be prompted to enter your current NITC ID, current password, and your new password twice.  You will receive confirmation that your password was successfully changed.  If you experience password difficulties, contact the ISO security office at 800-255-2434, option 5.

Password Rules

Passwords must follow these standards:

· Must be 8 alphanumeric characters

· Must be changed every 35 days

· Must be in effect at least 4 days before a new password is accepted, unless Security is contacted

· Must not be repeated for 1 year.

File authority

To be able to transmit the Buyer Upload and Acknowledgement file your NITC ID will require special authority to your files. On the COPS CCR Buyer Setup option, there is an option to “Send an e-mail to request forms (13-A and CCC-734)”, select this option and the “Data Security Access Authorization Form (FSA-13-A)” and CCC-734 will be sent to you.  
Also, on the COPS CCR Buyer Setup, there is an option for “Instructions for completing the FSA 13-A form”.  In it, you are asked to identified your NITC ID and for system access provide your high level qualifier "MFO900.MKTPPDD.CCR.BUYnnnn" ( where nnnn = your buyer ID number) for authority to be granted to your NITC ID to allow you to FTP files to/from the mainframe, giving you the rights to access, read, write, edit and purge your files.  Complete the FSA 13-A and fax per the instructions.  You will be notified after Security has completed the setup for access authorization.
FTP Instructions

Buyer Files

Buyer files sent to NITC must be ZIPed using software compatible with PKZIP for MVS, Data Compression, Version 5.5+.  Files retrieved from NITC will be ZIPed using this software.

Below are the files that will be used by the buyers in the CCR process on NITC.  When using these file names, replace nnnn with your COPS Buyer ID number.  This is the buyer ID that you received during the creation of your NITC ID and submitted on FSA-13A for FTP access authority.  
The file names need to be typed exactly as they are below with respect to capitalization, spacing and surrounded by single tick (‘) marks. 

Buyer file transmitted to NITC:
1) create your upload buyer file (see file layout)
2) zip your buyer upload file
3) rename your zipped buyer upload file (no ‘.zip’ extension):

‘MFO900.MKTPPDT.CCR.BUYnnnn.IZCCRTXN(+1)’
Acknowledgement file picked up from NITC:

‘MFO900.MKTPPDT.CCR.BUYnnnn.OZCCRACK(0)’
1) rename the acknowledgement, adding ‘.zip’ extension

2) unzip the acknowledgement file

3) review file for any errors (see file layout for field locations and code definitions)
* those bales with errors will not be included in CCR invoice

4) Setup script to remove the picked up acknowledgement file

FTP Session

To initiate an FTP session with NITC: 

· At this time, 165.221.4.12 is the actual TCP/IP address for an FTP session, subject to change at any time.  

· Additional address sites are 165.221.4.22 and 165.221.4.32)

FTP Suggestions

Here is an example of what to type when sending an FTP file to NITC after the user has signed onto their FTP software. The instructions to be typed are in bold font, everything else is what the system will put on the screen.  

CCCCCC is the NITC User ID and nnnn is your COPS Buyer ID.  When typing the input file, include the entire path (i.e. c:/myfile/inputfile.doc). 

ftp> user CCCCCC@ftp.nitc.usda.gov

331-(----GATEWAY CONNECTED TO ftp.nitc.usda.gov----)

331-(220-FTPD1 IBM FTP CS V1R2 at nccsysb.nitc.usda.gov, xx:xx:xx on xxxx-xx-xx.)

331-(220 Connection will close if idle for more than 10 minutes.)

331 Send password please.

Password: (enter password here)

230 CCCCCC is logged on.  Working directory is “CCCCCC.”

ftp> binary
200 Representation type is Image

ftp> put inputfile ‘MFO900.MKTPPDT.CCR.BUYnnnn.IZCCRTXN(+1)’

200 Port request okay

125 Storing data set MFO900.MKTPPD.CCR.BUYnnnn.IZCCRTXN.GxxxxV00

250 Transfer completed successfully.

ftp: x bytes sent in xSeconds xKbytes/sec.

Here is an example of what to type when getting the FTP Buyer Acknowledgement file from NITC after the user has signed onto their FTP software. The instructions to be typed are in bold font, everything else is what the system will put on the screen.

after the logon and password accepted:

CD 'MFO900.MKTPPDT.CCR.BUYnnnn'

  (returned will be CWD MFO900.MKTPPDT.CCR.BUYnnnn)

DIR  (will list files)

(to get file(s))

MGET OZCCRACK.*    (MGET with * after period will get any files currently available)

(or)

GET OZCCRACK(0)    (will get only the most current file)

(to remove those that have been pickup, so you only process once - after you have tested)

MDEL OZCCRACK.*    (removes all files)

(or)

DEL OZCCRACK(0)     (removes most current file)

Do make sure you have your directory path identified in your ftp software for where the files are to be placed.

Communication software packages will differ and the one you are using might show different responses than those shown.  After testing, you might create script files for your software package to follow to automate the process.  Refer to your software package for instructions.
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